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Abstract: In this paper we are catering a effectuation details about simulated solution of stealthy packet drop 

attack. Stealthy packet drop attack constitutes of four types of attack, which includes colluding collision, packet 

misrouting, identity delegation and power control. This attack interrupts the packet from reaching the 

destination through malicious behavior at an intermediate node and can  be  easily  breakdown  the multi-hop  

wireless  ad-hoc  networks. Observation of the behavior of the neighborhood which is performed by the normal 

network nodes through overhearing the communication in their neighborhood is one of the common methods for 

detecting attacks in wireless networks. An instantiation of this technology is local monitoring.  Local  
monitoring  and  the  wider  class  of overhearing-based  detection  cannot  detect  stealthy  packet dropping  

attacks. Additionally it mistakenly detects and isolates a legitimate node. A new proposed protocol is called 

SADEC that can detect and mitigate stealthy packet dropping attack efficiently. It makes use of the local 

monitoring technique by increasing  the  number  of  nodes  that  can  do  the  monitoring function  and  they  

maintain  additional  information  about  the routing path so that it can check whether each node is doing its 

legitimate action. By simulation results, we show that the proposed architecture reduces the drops due to attack 

and increases the packet delivery ratio. 

Keywords: Stealthy packet drop, colluding collision, packet misrouting, identity delegation, power control, 

SADEC.

 

1. INTRODUCTION 

Now a day’s wireless networks are becoming more preferable platforms in many domains but security 

in wireless is very less as compare to wired (traditional) network. They are becoming important  
platform  for  command  and  control  of  civilian  critical  infrastructure  and  military warfare.  

Stealthy  packet  drop  attack  is  a  latest  threat  to  wireless  ad-hoc  networks.  Here malicious node 

evades detection and legitimate node treated as malicious node.  

It is suite of four attack types which includes:  

1.  Misrouting: malicious node misroutes the packet to wrong next hop.  

2.  Colluding collision:  Malicious node with help of its colluding partner over flood the valid next 

hop resulting in packet drop.  

3.  Transmission  power  control:   malicious  node  controls  the  transmission  to  its  nearest 

neighbour which is not valid next hop and results in packet drop.  

4.  Identity delegation: Delegate the relay responsibility to its colluding partner which is close to 
sender.  

To  detect  such  attacks  such  as  wormholes  and  rushing  attacks,  traditional  mechanism  like 

cryptography alone fails. In this paper we are providing a practical implementation details about 

solution of stealthy packet drop attack is SADEC protocol. Most of researchers use a behaviour based 
detection mechanism to detect such attacks.  Behaviour based detection includes local monitoring.   

SADEC also includes local monitoring but adds some checking responsibility to each neighbour in 

wireless ad-hoc network along with each guard nodes over the network. SADEC improves the 
efficiency of the wireless ad-hoc network over the base line local monitoring [1]. To mitigate such 

attacks, many researchers have used the concept of behaviour-based detection.  
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The notion of behaviour is related to communication activities such as forwarding packets (e.g., [3]). 

A widely used instantiation of behaviour-based detection is Local Monitoring (e.g., [4],[5], [3], 
[6],[7],  [8],  [9]).  In  local  monitoring,  nodes  oversee part  of  the  traffic  going  in  and  out  of  

their neighbours.  This leverages the open broadcast nature of wireless communication. Different 

types of checks are done locally on the observed traffic to make a determination of malicious 
behaviour. For example, a node may check that its neighbour is forwarding a packet to the correct 

next -hop node, within acceptable delay bounds. For systems where arriving at a common  view  is  

important,  the detecting  node  initiates  a  distributed  protocol  to disseminate  the  alarm.  We call 
the existing approaches which follow this template Baseline Local Monitoring (BLM). 

In BLM, a group of nodes, called guard nodes perform local monitoring with the objective of 

detecting security attacks. The guard nodes are normal  nodes  in  the  network  and  perform  their 

basic  functionality  in  addition  to  monitoring. Monitoring implies verification that the packets are 
being faithfully forwarded without  modification of the  immutable  parts  of  the  packet,  within 

acceptable  delay  bounds  and  to  the  appropriate next hop. If the volume of traffic is high (for data 

traffic in a loaded network), a guard verifies only a fraction of the packets. In  this  paper,  we  
introduce  a  new  class  of  attacks in wireless multi hop ad hoc networks called stealthy  packet  

dropping.  In stealthy  packet dropping,  the  attacker  achieves  the  objective  of disrupting the packet 

from reaching the  destination by  malicious  behaviour  at  an  intermediate  node. However, the 

malicious node gives the impression to  its  neighbours  participating  in  local  monitoring that  it  has  
performed  the  required  action  (e.g., relaying the packet to  the correct next-hop en route to  the  

destination).  This class of attacks is applicable to packets that are neither acknowledged end to 

neither end (e.g., 10]) nor hop by hop (e.g., 11]). Due to the resource constraints of bandwidth and 
energy, much traffic  in  multi hop  ad  hoc wireless networks  is  unacknowledged  or  only 

selectively acknowledged [10], [11]. 

In  this  paper,  we  introduce  four  modes  of the  stealthy  packet  dropping  attack,  such  as 
Misrouting attack, Power Control attack, Colluding Collision, Identity Delegation  attack. We provide 

a protocol called Stealthy Attacks  in  Wireless  Ad Hoc  Networks:  Detection  and  Countermeasure 

(SADEC)  that is built  using  local  monitoring  and that  can  mitigate  each  of  the  four  attack  

types introduced  above.  SADEC’S  detection  technique involves  two  high-level  steps:  first,  
having  guard nodes  that  maintain  additional  next-hop information  gathered  during  route  

establishment; and second, adding some checking responsibility to each neighbour. 

Finally,  in  this  paper  section  2  contains  related  work;  section  3  contains  proposed practical 
implementation solution to stealthy packet drop attacks. Section 4 contains technology going to be 

used and features of this project and section 5 contains conclusion. 

2. STEALTHY PACKET DROP ATTACKS 

In all the modes of stealthy packet dropping, a malicious intermediate node achieves the same 

objective as if it were dropping a packet. However, none of the guard nodes using BLM become any 

wiser due to the action. In addition, a legitimate node is accused of packet dropping. Next, we 
describe the four attack types for stealthy dropping. 

2.1 Drop through Misrouting 

In the misrouting attack, a malicious node relays the packet to the wrong next hop, which results in a 
packet drop.  Note that, in BLM, a  node that receives   a packet to relay without being   in the route to 

the destination either drops the packet or sends a one-hop broadcast that it has no  route to the 

destination.  The authors in argue that latter case would be more expensive and dangerous since it 

gives malicious nodes valid excuses to drop packets. Therefore, they go with the first choice, even 
though it may result in some false accusations.  

   
 

 
 

 

Fig.1. Drop through Misrouting scenario 
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2.2 Drop through Power Control 

In this type of attack, a malicious node relays the packet by carefully reducing its transmission power, 

thereby reducing the range and excluding the legitimate next-hop node. This kind of transmission 

power control is available in today’s commercial Wireless nodes, such as the Crossbow Mica family 

of nodes. 

 
 

 
 
 
 
 
 
 
 
 

 
 
 
 
 
 

Fig. 2.(a) The guards of M over S ! M (I and II). 

          (b) Separation between S and M ¼ x. 

          (c) The subset of guards of M over S ! M that has  been satisfied  by the controlled power                                  

                transmission of M. 

         (d) The subset of guards of T over M ! T that wrongly accuses  T of dropping the packet. 

In the  scenario  shown  in all the guards of Mover S→ M. Fig. 3 shows the set of guards of T over M 

→ T that wrongly accuse T of dropping the packet. The  farther T  is from M,  the  better  it is for  the 
attacker  since more  guards  can  be  satisfied  and  therefore,  the  stealthier  the attack.  For  this  

attack  to  succeed,  the  attacker  must  know  the location of each neighbor and the detection 

confidence index ___. Typically, security is not achieved through obfuscate on and therefore, protocol 
parameters such as are taken to be known to all and location determination is routinely run upon 

deployment of nodes. 

When the number of guards that are not satisfied by the controlled-power  transmission  is  greater  

than  1,  an  intelligent attacker will refrain from lowering the transmission power since it  will  be  
detected  by  all  its  neighbors  either  directly  or indirectly. Additionally,  a  successful  attack,  not  

only  achieves the effect of dropping the packet, but also causes a subset of the guards of T over M→ 

T to accuse T of dropping the packet. 

2.3 Drop through Colluding Collision 

In many wireless sensor network deployment scenarios, the 802.11 MAC protocol RTS/CTS 

mechanism that reduces frame collisions due to the hidden terminal problem and the exposed terminal 
problem is disabled for the sake of energy saving. This is also explained by the fact that packets in 

some wireless networks such as sensor networks are often quite small and fall below the threshold for 

packets length for which RTS/CTS is turned on. The attacker may exploit the absence of the 
RTS/CTS frames to launch a stealthy packet dropping attack through collision induced by a colluding 

node. The colluding node creates a collision in the vicinity of the expected next-hop node at an 

opportune time. 

 

Fig.3. Drop through colluding collision scenario 



V.Mayuri & B.Neelima 

 

 International Journal of Emerging Engineering Research and Technology                                               149 

2.4 Drop through Identity Delegation 

In this form of the attack, the attacker uses two malicious nodes to drop the packet. One node is 

spatially close to the sender. The other node is the next hop from the sender. The first malicious node 

could be externally or an internally compromised node while the latter has to be an internally 

compromised node. Consider the scenario shown in Fig. 5, node S sends a packet to a malicious next-
hop node M2 to be relayed to node T. The attacker delegates the identity and the credentials of the 

compromised node M2 to a colluding node M1 close to S. After  S  sends  the  packet  to  M2,  M1  

uses  the  delegated identity  of  M2  and  transmits  the  packet. The intended next hop T does not 
hear the message since T € R (M1). The  guards  of  M2  over  S  ->  M2  are  the  nodes  in  the 

shaded  areas  I  and  II  are  all  satisfied  since  these  are  in R(M1).  Again,  the  consequences  of  

this  attack  are twofold:  1)  the  packet  has  been  successfully  dropped without  detection,  and  2)  
the  set  of  nodes  in  the  shaded area II overhear a packet transmission (purportedly) from M2 to T. 

These nodes are included in G (M2, T) and will subsequently accuse T of dropping the packet. 

     
 

 
 
 
 
 
 
 
 

Fig.4. Drop through identity delegation scenario 

3. EXISTING SYSTEM 

In BLM, a group of nodes, called guard nodes perform local monitoring with the objective of 

detecting security attacks. The guard nodes are normal nodes in the network and perform their basic 
functionality in addition to monitoring.  Monitoring implies verification that the packets are being 

faithfully forwarded without modification of the immutable parts of the packet, within acceptable 

delay bounds and to the appropriate next hop. If the volume of traffic is high (for data  traffic in a 
loaded network), a guard verifies only a fraction of the packets. 

Disadvantage 

 It leverages the open broadcast nature of wireless communication.   

 It cannot detect the stealthy attacks and 

 It mistakenly detects and isolates a legitimate node. 

4. PROPOSED SYSTEM 

In  stealthy  packet  dropping,  the  attacker  achieves  the objective  of  disrupting  the  packet  from  

reaching  the destination  by  malicious  behavior  at  an  intermediate node. However, the malicious 

node gives the impression to its neighbors participating in local monitoring that it has  performed  the  

required  action  (e.g.,  relaying  the packet to the correct next-hop en route to the destination). This  
class  of  attacks  is  applicable  to  packets  that  are neither acknowledged end  to end nor hop by 

hop. Due to the  resource  constraints  of  bandwidth  and  energy,  much traffic  in  multi hop  ad  hoc  

wireless  networks  is unacknowledged  or  only  selectively  acknowledged  [29], [30], [39]. This is 
particularly true for the more common data  traffic  or  broadcast  control  traffic  than  for  rare uncast  

control  traffic. It can be accomplished by two mechanisms. 

Mechanism 1: 

Neighbors to maintain additional information about  

1) Routing path and  

2) Add some checking responsibility. 

Mechanism 2: 

Considerably increase the number of monitoring nodes. 
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5. RESULTS 

Simulation Model and Parameters  

We use Network Simulator Version-2 (NS2) [14] to simulate our proposed algorithm. In our 

simulation, the channel capacity of mobile hosts is set to the same value: 2 Mbps. We use the 
distributed  coordination  function  (DCF)  of  IEEE 802.11  for  wireless  LANs  as  the  MAC  layer 

protocol.  It has the functionality to notify the network layer about link breakage. In our simulation, 

mobile nodes move in a 1000 meter x 1000 meter region for 50 seconds simulation time. We have 

varied the node speed as 5,10,15,20 and 25m/s.  The transmission range is 250 meters. The simulated 
traffic is Constant Bit Rate (CBR).The numbers of attackers are varied as 1,2,3,4 and 5. 

A) Screenshots for Misrouting Attack 

 

Fig.5.Source node sends a packet to destination node through intermediate node 
 

 

Fig.6.Intermediate node become malicious node due to misrouting attack 

 

Fig.7.Due to misbehavior of an intermediate node, it sends a packet to wrong destination. 

 

Fig.8. After mitigating the misrouting attack, intermediate node sends a packet to correct destination 
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B) Screenshots for Power Control Attack 

 
Fig.9. Source node sends a packet to destination node through intermediate node. 

 
Fig.10. Due to power control attack, intermediate node becomes malicious node. 

 
Fig.11. Packets will be dropped without reaching the destination because of power control attack 

 
Fig.12. After mitigating the power control attack, intermediate node sends a packet to destination 

C) Screenshots for Colluding Collision Attack 

 
Fig.13. Source node sends a packet to destination node through intermediate node 
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Fig.14.Intermediate node become malicious node because of colluding collision attack 

 
Fig.15  .Node 5 also sends a packet to intermediate node, due to this collision will occur 

 
Fig.16.After mitigating colluding collision attack, intermediate node sends a packet to correct destination. 

D) Screenshots for Identity Delegation Attack 

 
Fig.17. Source sends a packet to destination node through intermediate node 

 
Fig.18. Intermediate node uses the identity of after mitigating identity delegation attack, intermediate sends a 

packet to correct destination 
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6. CONCLUSION AND FUTURE WORK 

A new class of attacks called stealthy packet dropping which disrupts a packet from reaching the 

destination by malicious behavior at an intermediate node. This can be achieved  through  misrouting,  

controlling  transmission power,  malicious  jamming  at  an  opportune  time,  or identity sharing  
among  malicious  nodes.  However, the malicious behavior cannot be detected by any behavior based 

detection  scheme  presented  to  date. Specifically, showed that BLM-based detection cannot detect 

these attacks. Additionally, it will cause a legitimate node to be accused. It is then presented by a 

protocol called SADEC that successfully mitigates all the presented attacks. SADEC builds on local 
monitoring and requires nodes to maintain  additional  routing  path  information  and  adds some  

checking  responsibility  to  each  neighbor.  

Additionally, SADEC’s new detection approach expands the set of neighbors that are capable of 
monitoring in a neighborhood, thereby making it more suitable than BLM in sparse networks.  

Showed  through  analysis  and simulation  that  BLM  fails  to  mitigate  most  of  the presented  

attacks  while  SADEC  successfully  mitigates them. The improvement is seen in terms of increase in 

the probability of isolation of malicious nodes and decrease in the probability of isolation of 
legitimate nodes. 

In future work, considering the two attacks  

i) Colluding Collision 

ii)  Identity delegation are going to be mitigated by using the  NS2  simulator.  These attacks 

mitigation techniques are proposed in project. 
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