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Abstract: Cognitive Radio (CR) is a promising technology that can alleviate the spectrum shortage problem
by enabling unlicensed users equipped with CRs to coexist with incumbent users in licensed spectrum bands
while causing no interference to incumbent communications. Spectrum sensing is one of the essential
mechanisms of CRs and its operational aspects are being investigated actively. However, the security aspects of
spectrum sensing have garnered little attention. In this paper, we identify a various threats to spectrum sensing
and detection to it
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1. INTRODUCTION

Cognitive Radios (CRs) [1-2] are seen as the enabling technology for DSA. Unlike a conventional
radio, a CR has the capability to sense and understand its environment and proactively change its
mode of operation as needed. CRs are able to carry out spectrum sensing for the purpose of
identifying fallow licensed spectrum—i.e., spectrum “white spaces”. Once white spaces are identified,
CRs opportunistically utilize these white spaces by operating in them without causing interference to
primary users. The successful deployment of CR networks and the realization of their benefits will
depend on the placement of essential security mechanisms in sufficiently robust form to resist misuse
of the system. Ensuring the trustworthiness of the spectrum sensing process is a particularly important
problem that needs to be addressed. The key to addressing this problem is being able to distinguish
primary user signals from secondary user signals in a robust way. Recall that, in a CR network,
secondary users are permitted to operate in licensed bands only on a non-interference basis to primary
users. Because the primary users’ usage of licensed spectrum bands may be sporadic, a CR must
constantly monitor for the presence of primary user signals in the current operating band and
candidate bands. If a secondary user (with a CR) detects the presence of primary user signals in the
current band, it must immediately switch to one of the fallow candidate bands. On the other hand, if
the secondary user detects the presence of an unlicensed user, it invokes a coexistence mechanisml to
share spectrum resources. In this paper we are focusing on various attacks made on cognitive radio
system and the defense to those attacks.

The above scenarios highlight the importance of a CR’s ability to distinguish between primary user
signals and secondary user signals. Distinguishing the two signals is nontrivial, but it becomes
especially difficult when the CRs are operating in hostile environments. In a hostile environment, an
attacker may modify the air interface of a CR to mimics primary user signal’s characteristics, thereby
causing legitimate secondary users to erroneously identify the attacker as a primary user. We coin the
term primary user emulation (PUE) Attack to refer to this attack. There is a realistic possibility of
PUE attacks CRs are highly reconfigurable due to their software-based air interface. To thwart such
attacks, a scheme that can reliably distinguish between legitimate primary signal transmitters and
secondary signal transmitters masquerading as primary users is needed. In hostile environments, such
a scheme should be integrated into the spectrum sensing mechanism to enhance the trustworthiness of
the sensing result. The current research and standardization efforts suggest that one of the first
applications of CR technology will be its use for DSA of fallow TV spectrum bands. In PUE attacks,
the adversary only transmits in fallow bands. Hence, the aim of the attackers is not to cause
interference to primary users, but to preempt spectrum resources that could have been used by
legitimate secondary users. Depending on the motivation behind the attack, a PUE attack can be
classified as either a selfish PUE attack or a malicious
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1.1. PUE Attacks

Selfish PUE attacks: In this attack, an attacker’s objective is to maximize its own spectrum usage.
When selfish PUE attackers detect a fallow spectrum band, they prevent other secondary users from
competing for that band by transmitting signals that emulate the signal characteristics of primary user
signals. This attack is most likely to be carried out by two selfish secondary users whose intention is
to establish a dedicated link.

Malicious PUE attacks: The aobjective of this attack is to obstruct the DSA process of legitimate
secondary users— i.e., prevent legitimate secondary users from detecting and using fallow licensed
spectrum bands, causing denial of service. Unlike a selfish attacker, a malicious attacker does not
necessarily use fallow spectrum bands for its own communication purposes. It is quite possible for an
attacker to simultaneously obstruct the DSA process in multiple bands by exploiting two DSA
mechanisms implemented in every CR. The first mechanism requires a CR to wait for a certain
amount of time before transmitting in the identified fallow band to make sure that the band is indeed
unoccupied. Existing research shows that this time delay is non-negligible. The second mechanism
requires a CR to periodically sense the current operating band to detect primary user signals and to
immediately switch to another band when such signals are detected. By launching a PUE attack in
multiple bands in a round-robin fashion, an attacker can effectively limit the legitimate secondary
users from identifying and using fallow spectrum bands.

1.2. A Transmitter Verification Scheme for Spectrum Sensing

The primary user is assumed to be a network composed of TV signal transmitters (i.e., TV broadcast
towers) and receivers. A TV tower’s transmitter output power is typically hundreds of thousands of
Watts, which corresponds to a transmission range from several miles to tens of miles. We assume that
the secondary users, each equipped with a hand-held CR device, form a mobile ad hoc network. Each
CR is assumed to have self-localization capability and have a maximum transmission output power
that is within the range from a few hundred mill watts to a few watts—this typically corresponds to a
transmission range of a few hundred meters. An attacker, equipped with a CR, is capable of changing
its modulation mode, frequency, and transmission output power.

As Fig.1 shows Transmitter verification scheme for spectrum sensing that is appropriate for hostile
environments. In the network model under consideration, the primary signal transmitters are TV
broadcast towers placed at fixed locations. Hence, if a signal source’s estimated location deviates
from the known location of the TV towers and the signal characteristics resemble those of primary
user signals, then it is likely that the signal source is launching a PUE attack. An attacker, however,
can attempt to circumvent this location-based detection approach by transmitting in the vicinity of one
of the TV towers. In this case, the signal’s energy level in combination with the signal source’s
location is used to detect PUE attacks. It would be infeasible for an attacker to mimic both the primary
user signal’s transmission location and energy level since the transmission power of the attacker’s CR
is several orders of magnitude smaller than that of a typical TV tower. Once an instance of a PUE
attack has been detected, the estimated signal location can be further used to pinpoint the attacker.

In above theory of proposed work it is shown that the probability of a successful PUE attack
increases with the distance between the primary transmitter and secondary users and proposed
localization-based defense strategies against the PUE attack, RSS-based localization was used to
determine the location of the attacker by deploying an additional sensor network. The authors
employed a no interactive localization scheme to locate the attacker.

2. DEFEATING PRIMARY USER EMULATION ATTACKS USING BELIEF PROPAGATION IN
COGNITIVE RADIO NETWORKS

In previous method of detection as mentioned above some problems were located to overcome those
disadvantages the approach of verification is mentioned below. Strategy against the PUE attack in CR
networks using belief propagation, which avoids the deployment of additional sensor Networks and
expensive hardware in the networks used in the existing literatures. In our proposed approach, each
secondary user calculates the local function and the compatibility function, computes the messages,
exchanges messages with the neighboring users, and calculates the beliefs until convergence. Then,
the PUE attacker will be detected, and all the secondary users in the network will be notified in a
broadcast way about the characteristics of the attacker’s signal. Therefore, all SUs can avoid the PUE
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attacker’s primary emulation signal in the future. Simulation results show that our proposed approach
converges quickly, and is effective to detect the PUE attacker.

During spectrum sensing, a suspicious signal is
detected in one of the licensed bands.

Does the the signal characteristics
match those of an incumbent signa

signal transmitters?

s the signal’s energy

level comparable to that 0% a signal
transmitted from the matched location of the
incumbent transmitter?

Y
Conclude that the signal source is
an incumbent signal transmitter,
Y

A v
onclude that the signal source is an illegitimate
transmitter (a PUE attacker).

Does the the signal characteristics
match those of a secondary user’s sign

Y

Conclude that the signal source is
a secondary signal transmitter.

Figl. A flowchart of the transmitter verification scheme

However, the CR wireless networks are susceptible to various attacks [4-6] .An attack called primary
user emulation (PUE) has been emerged in CR wireless networks, in which the malicious nodes
emulate the feature of primary user’s signal characteristics and transmit in available secondary
spectrum when PUs are inactive in CR networks. As a result, the naive secondary users may believe
that the PUs are present and avoid using the actually available spectrum bands (or channels). In this
case, the malicious nodes can occupy the whole licensed [7-9] spectrum by themselves, or just make
the precious licensed channels wasted. Recently, a more dangerous PUE attack has been discovered,
in which the attacker predicts which channel will be used by the secondary users and attacks on those
particular channels. Simulation shows that the PUE attack is so serious that it can significantly
increase the spectrum access failure probability .In this paper, we propose new received signal
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strength (RSS)-based defense strategy against the PUE attack in CR wireless networks. By comparing
the distribution of the received signal power from the suspect and that from the primary user, each
secondary user can have an approximate belief about the

PUE attacker

«—> (Communication link between neighboring SUs to detect the PUE attacker

Fig2. Illustration of belief propagation based detection against PUE attack in cognitive radio networks

Probability that whether a suspect is a PUE attacker or not, since the secondary user has no
knowledge about the transmission output power of the attacker, as well as the distance from the
attacker to the secondary user. In addition, the channel shadowing fading between each secondary
user and the attacker may vary significantly. To accurately identify the attacker, a defense strategy
based on belief propagation (BP) is developed in this paper. As shown in Fig. 2, when the primary
user is inactive, the PUE attacker will send primary user emulation signals to attack the cognitive
radio network. When SUs receive this signal, they will perform local observations, and then use BP to
exchange the information to detect whether the signal is from a PUE attacker to not. Each user will
use the local functions to calculate the local estimation of the suspect, compute the compatibility
functions to model the interactions between neighboring users, and update and exchange messages
with the neighboring users in an iterative way using BP. After convergence, the PUE attacker can be
detected according to the mean of all the final beliefs. If the mean of final belief values is lower than a
threshold, the suspect can be detected as a PUE attacker. Otherwise, the suspect is seen as an honest
secondary user. After that, all the secondary users in the network will be notified in a broadcast way
about the PUE attacker’s characteristics, and ignore the PUE attacker’s primary emulation signal in
the future. We also prove some properties of the proposed BP algorithm. Simulation results show that
our proposed approach converges very fast, and is effective to detect the PUE attacker.

2.1. Advantages

No additional cost is required for new hardware. We do not need to purchase wireless sensors and
deploy an additional sensor network, which is required in method discussed in I. Also in this
framework, different from, we do not need to calculate the exact location of the PUE suspect. Instead,
we only need to exchange the beliefs between the neighboring users, and the attacker is identified by
the final belief value.

3. SELFISH ATTACK

CR nodes compete to sense available channels. But some SUs are selfish, and try to occupy all or part
of available channels. Usually selfish CR attacks are carried out by sending fake signals or fake
channel information. If a SU recognizes the presence of a PU by sensing the signals of the PU, the SU
won’t use the licensed channels. In this case, by sending faked PU signals, a selfish SU prohibits other
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competing SUs from accessing the channels. Another type of selfish attack is carried out when SUs
share the sensed available channels. Usually each SU periodically informs its neighboring SUs of
current available channels by broadcasting channel allocation information such as the number of
available channels and channels in use. In this case, a selfish SU broadcasts faked channel allocation
information to other neighboring SUs in order to occupy all or a part of the available channels. For
example, even though a selfish SU uses only two out of five channels, it will broadcast that all five
channels are in use and then pre-occupy the three extra channels. Thus, these selfish attacks degrade
the performance of a CR network significantly. There has been some research on selfish attack
detection in conventional wireless communications. On the other hand, little research on the CR
selfish attack problem has been done so far. Because of the dynamic characteristics of CR networks, it
is impossible to use the selfish attack detection techniques used in traditional wireless
communications for CR networks. In this article, we identify a new selfish attack type and introduce a
selfish attack detection technique, COOPON (called Cooperative neighboring cognitive radio Nodes),
for the attack type. We focus on

Selfish attacks of SUs toward multiple channel access in cognitive radio ad-hoc networks. We assume
that an individual SU accommodates multiple channels. Each SU will regularly broadcast the current
multiple channel allocation information to all of its neighboring SUs, including the number of
channels in current use and the number of available channels, respectively. The selfish SU will
broadcast fake information on available channels in order to pre-occupy them. The selfish SU will
send a larger number of channels in current use than real in order to reserve available channels for
later use. The COOPON will detect the attacks of selfish SUs by the cooperation of other legitimate
neighboring SUs. All neighboring SUs exchange the channel allocation information both received
from and sent to the target SU, which will be investigated by all of its neighboring SUs. The target SU
and its neighboring SUs are 1-hop neighbors. Then, each individual SU will compare the total number
of channels reported to be currently used by the target node to the total number of channels reported
to be currently used by all of the neighboring SUs. If there is any discrepancy between the two
figures, all of the legitimate SUs will recognize a selfish attacker.

3.1. Types of Selfish Attacks
3.1.1. Attack Type 1

Selfish attacks are different depending [10] on what and how they attack in order to pre-occupy CR
spectrum resources. There are three different selfish attack types shown in Fig. 3. Type 1 is the signal
fake selfish attack. A Type 1 attack is designed to prohibit a legitimate SU (LSU) from sensing
available spectrum bands by sending faked PU signals. The selfish SU (SSU) will emulate the
characteristics of PU signals. A legitimate SU who overhears the faked signals makes a decision that
the PU is now active and so the legitimate SU will give up sensing available channels. This attack is
usually performed when building an exclusive transmission between one selfish SU and another
selfish SU regardless of the number of channels. There must be at least two selfish nodes for this type
of attack.

3.1.2. Attack Type 2

Type 2 attacks are also a selfish SU emulating the characteristics of signals of a PU, but they are
carried out in dynamic multiple channel access. In a normal dynamic signal access process, the SUs
will periodically sense the current operating band to know if the PU is active or not, and if it is, the
SUs will immediately switch to use other available channels. In this attack type, illustrated in Fig. 3,
by launching a continuous fake signal attack on multiple bands in a round-robin fashion, an attacker
can effectively limit legitimate SUs from identifying and using available spectrum channels.

3.1.3. Attack Type 3

In Type 3, called a channel pre-occupation selfish attack, attacks can occur in the communication

environment that is used to broadcast the current available channel information to neighboring nodes
for transmission. We consider a communication Environment that broadcasting is carried out through
a common control channel (CCC) which is a channel dedicated only to exchanging management

information. A selfish SU will broadcast fake free (or available) channel lists to its neighboring SUs,
as illustrated in Fig. 3 Even though a selfish SU only uses three channels, it will send a list of all five
occupied channels. Thus, a legitimate SU is prohibited from using the two available channels. In this

International Journal of Emerging Engineering Research and Technology 227



Mr. Nilesh Rajendra Chougule & Dr.Y.M.Patil

article, we identify the new selfish attack type 3 and propose the COOPON, which is designed for
detecting Type 3 selfish attack.

3.2. Attack and Detection Mechanism
3.2.1. Attack Mechanism

In a cognitive radio network, the common control channel (CCC) is used to broadcast [10] and
exchange managing information and parameters to manage the CR network among secondary ad-hoc
users. The CCC is a channel dedicated only to exchanging managing information and parameters. A
list of current channel allocation information is broadcast to all neighboring SUs as shown in Fig. 3.
The list contains all of other neighboring users’ channel allocation information. Type 3 in Fig. 3
shows that a selfish secondary user (SSU)

Broadcasts separate channel allocation information lists through individual CCC to the left-hand side
legal selfish user (LSU) and the right-hand side LSU, respectively. In reality, a list is broadcast once,
and it contains the channel allocation information on all of the neighboring nodes. The SU will use the
list information distributed through CCC to access channels for transmission.
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Fig3. 3 different attack types

A selfish secondary node will use CCC for selfish attacks by sending fake current channel allocation
information to its neighboring SUs. When the attackers try to pre-occupy available channels, they will
broadcast an inflated larger number of currently used spectrum channels than they actually are. On the
other hand, other legitimate SUs are prohibited from using available channel resources or are limited
in using them. In Type 3 of Fig. 3, the selfish SU, or SSU, sends a current fully pre-occupied channel
list to the right-hand side LSU even though it is only occupying three channels. In this case, the right-
hand side legitimate SU will be completely prohibited from accessing available channels. Also, the
SSU could broadcast a partially pre-occupied channel list even though it actually only uses fewer
channels. For instance, the SSU is currently using only three channels but broadcasting to the left-
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hand side LSU that it is using four channels. In this case, legitimate SUs can still access one available
channel out of five maximum, but are prohibited from using one channel that is actually still
available.

3.2.2. Detection Mechanism

Use of Channel Allocation Information — we consider a cognitive radio ad-hoc network. Ad-hoc
networks have distributed and autonomous management characteristics. Our proposed detection
mechanism in COOPON is designed for an adhoc communication network. We make use of the
autonomous decision capability of an ad-hoc communication network based on exchanged channel
allocation information among neighboring SUs. In Fig. 4, the target node, T-Node, is also a SU, but
other 1-hop neighboring SUs, N-Node 1, N-Node 2, N-Node 3, and N-Node 4, will scan any selfish
attack of the target node. The target SU and all of its 1-hop neighboring users will exchange the
current channel allocation information list via broadcasting on the dedicated channel. We notice that
T-Node 2 reports that there are two channels currently in use, while N-Node 3 reports that there are
three currently in use, which creates a discrepancy. N-Node 4 also receives faked channel allocation
information from the target node. On the other hand, all other exchanged information pairs, TNode/N-
Node 1 and T-Node/N-Node 2, are correct. Thus, all of the 1-hop neighboring SUs will make a
decision that the target SU is a selfish attacker. All 1-hop neighboring SUs sum the numbers of
currently used cannels sent by themselves and other neighboring nodes. In addition, simultaneously
all of the neighboring nodes sum the numbers of currently used cannels sent by the target node,
TNode. Individual neighboring nodes will compare the summed numbers sent by all neighboring
nodes to the summed numbers sent by the target node to check if the target SU is a selfish attacker.
Thus, all neighboring nodes will know if the target SU is a selfish attacker or not. This detection
mechanism is carried out through the cooperative behavior of neighboring nodes. Once a neighboring
SU is chosen as a target node and the detection action for it is completed, another neighboring SU will
be selected as a target node for the next detection action. Detection of existing selfish technologies is
likely to be uncertain and less reliable, because they are based on estimated reputation or estimated
characteristics of stochastic signals. On the other hand, our proposed COOPON selfish attack
detection method is very reliable since it is based on deterministic information.
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Fig4. Selfish attack detection mechanism
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However, COOPON has a drawback. When there is more than one neighboring selfish node,
COOPON may be less reliable for detection, because two neighboring nodes can possibly exchange
fake channel allocation information. But if there are more legitimate neighboring nodes in a neighbor,
a better detection accuracy rate can be expected, because more accurate information can be gathered
from more legitimate SUs.
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Fig5. Algorithm for Detection Mechanism
3.3. Simulation Environment

We conducted the simulation using MATLAB to verify the efficiency of COOPON. The efficiency is
measured by a detection rate, which is the proportion of the number of selfish SUs detected by
COOPON to the total number of actual selfish SUs in a CR network: One SU has a maximum of eight
data channels and one common control channel. The channel data rate is 11 Mb/s. In simulation, one
SU can have two to five one-hop neighboring SUs. The experiment was performed under various
selfish SU densities in a CR network. The detailed simulation parameters are presented in Table
1.Simulation Results and Analysis. In order to investigate how much selfish SU density influences
detection accuracy, the experiment was carried out with 50,100, and 150 SUs, respectively, as shown
in Fig. 5. From Fig. 6, we can see that the number of SUs has a trivial effect on COOPON’s detection
rate. However, the detection rate is very sensitive to selfish SU density. When the density of selfish
SUs in the CR network increases, the detection accuracy decreases rapidly. The reason why this
problem occurs is that it is a higher possibility that more than one selfish SU exists in a neighbor with
higher selfish node density, and in turn, they can exchange wrong channel allocation information.
Obviously it is a higher possibility that a wrong decision can be made with more faked exchanged
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information. As mentioned before, because selfish nodes may broadcast faked channel allocation
information, it will be more difficult to detect selfish attacks when both information exchanging nodes
send fake channel allocation information. In other words, the capability of detecting attacks will
decrease when more selfish nodes exist in a neighbor. However in reality the density of selfish SUs is
not that high, at most 3—4 percent in a CR network. So the detection accuracy of our proposed selfish
attack detection technology, COOPON, can still be more than 97 percent. The experimental results in
Fig. 7 give an insight into how the number of nodes in a neighbor will influence selfish detection
accuracy. Intuitively, if we have more neighboring nodes in a neighbor, detection accuracy may be
less negatively affected, because we can have a possibility to receive more correct channel allocation
information from more legitimate SUs. Thus, we did simulation with a cognitive radio network with
two neighboring nodes to five neighboring nodes. For the first CR network all of neighbors have only
two neighboring nodes; for the second CR network all of neighbors have only three neighboring
nodes; for the third CR network all of neighbors have only four neighboring nodes; and for the fourth
CR network all of the neighbors have only five neighboring nodes. The experiment to answer this
question was made and the results are shown in Fig. 7. One hundred secondary users were used in this
experiment. Five neighboring SUs in a CR ad-hoc network achieve very high accuracy regardless of
selfish SU density. Four neighboring SUs also provide very high accuracy and are trivially influenced
by the density of selfish SUs. However, we notice that two SUs in a neighbor are negatively affected
by the density of selfish SUs. Thus, more than three SUs in a neighbor of a CR ad-hoc network are
recommended in order to avoid selfish CR attacks
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3.4. Simulation Details

Here we have simulated for finding the selfish node in fig 8, here there is random allocation of the
channel and the following steps are involved in the finding the selfish node

1.

The number of channels detected unused is found out firstly ,as this value will be changing this is
random allocation is done

The matrix is generated with FIVE neighbor where left hand side part indicating the source and top
side the destination

Alternatively every node act as an secondary target node and share the information to neighbor and
the neighbor also doing the same

The element in row R1 indicates the total information shared by target node to the neighbor and
column C1 indicates the information shared by neighbor to the target node

For Ex. As shown in figure a matrix of five rows and five columns is been generated

Fle 6t Debug Dedtep Window Hep o

) New to MATLAB? Watch thi Yideo, see Damas, or read Getting Sated X

B

WOEL T

Fig8. Selfish Node detection

In this the first element of first row and column is 0(zero) indicating that the node N1 is target and is
sharing the information of channels available to its neighbor indicated in rows i.e N1 to N2 is 4 ,N1 to
N3 is 1 and so on

6.

The column element indicates the information share by neighbor N2, N3, N4, N5 to the target node
in first column and second, third, fourth, fifth row respectively.

Now the summation of all elements in first row and all elements from first column is done and then
they are compared and the decision is made based on it

If

» Summation of all elements in row = Summation of elements in column then the target node is
not the selfish node

» Summation of all elements in row > Summation of elements in column then the target node is
the selfish node
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» Summation of all elements in row < Summation of elements in column then the target node is
not the selfish node any of the neighboring node is the selfish one

9. The greater the difference between the summation of the particular node that node is the selfish
node.

4. CONCLUSION

We identify a new selfish attack type, named Type 3 in this article, and made a detection approach for
it, COOPON. Because we use the deterministic channel allocation information, COOPON gives very
highly reliable selfish attack detection results by simple computing. The proposed reliable and simple
computing technique can be well fitted for practical use. Our approach is designed for cognitive radio
ad-hoc networks. We make use of ad-hoc network advantages such as autonomous and cooperative
characteristics for better detection reliabilities. For future work, we can plan to apply Markov chain
model and game theory to do theoretical analysis of more than one selfish SU in a neighbor, which
gives less detection accuracy.
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