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Abstract: The blistering development of cloud technology bears the users in distinctive fields with its lofty
impact on the corollary they expect in a way that users can access and work anywhere, anytime. This
astounding concept has incentivized us to propound a model for accessing data in secured mobile health care
system. The information is segregated according to the result among the aplenty of stored relevant data, drifted
to extract the better outcome of results and it is made available through the three stratum cloud cadre (TSCC)
model. TSCC is an assimilation of public, private and hybrid cloud integrating facet medicinal value model,
infer from a plenary assessment of medicines that is most reviewed respect to health problem. TSCC model
brings the best corollary that people can approach for taking drugs and precautions through health pocket
hospital remedies.

Keywords: Three stratum cloud cadre, segregation, secured mobile health care, hybrid cloud, cloud
technology, facet medicinal value model.

1. INTRODUCTION

In this fast growing technical era people are getting dependent more on web technologies like internet,
preferring technologies that are efficient and time saving. Many user-centred platforms are now
available for information sharing and user interaction, such as Epinion, Amazon, Facebook and
Twitter. Nowadays when people are interested in a product or a service, they usually not only look for
official information from product manufacturers or service providers, but from experienced and
practical opinions of the customers’ and users’ points of view are also efficacious. As a result, more
sophisticated aspect level opinion mining approaches have been proposed to extract and group aspects
of a product or service and predict their sentiments or ratings [20], [21]-[23]. Recent state-of-the-art
approaches such as frequency-based approach [22], relation-based approach [24], [25], supervised
learning [26] and topic modelling [21], [27] showed that favourable results could be obtained. Online
reviews, blogs and forums dedicated for different kinds of products are pervasive, and how to
effectively analyse and exploit such immense online information source is a challenge. Fast access to
medicinal review and prescribed health data enables better healthcare service provisioning, improves
quality of life, and helps saving life by assisting timely treatment in medical emergencies. Anywhere-
anytime-accessible electronic healthcare systems play a vital role in our daily life.

Unlike general products or services, drugs have a very limited number of kinds of aspects: price, ease
of use, dosages, effectiveness, side effects and people’s experiences. There are other more technical
aspects such as chemical or molecular aspects, but they are almost not mentioned in drug reviews. A
difficulty in dealing with drug reviews is that the wording in describing effectiveness, side effects and
people’s experiences are very diverse. In particular, a set of side effect symptoms for a drug is very
unlikely applicable to another drug. This impedes some opinion mining approaches. More importantly,
authors sometimes do not indicate which aspects they are describing, they just give descriptions of
symptoms, feelings and comments.

Nevertheless, recent studies have shown that patient generated contents are useful and important [15]-
[18], especially for chronic diseases and drugs with afflicting side effects. Many patients hope to get
more information from other patients with similar conditions. They can also share their experience
and propose practical ways to alleviate symptoms and side effects of drugs. These online communities
were found to have positive impacts on patient health [19]-[21]. Apart from this there is a challenging
issue of patients’ prescriptions and report. Many times it happened that due to less information of
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patients previous medical history doctors fails to understand and detect their ail. It generally happens
due to patients’ negligence in keeping their old medical reports. Observing all this issues we have
planned to design an online system which will store the personal medical data and case history and
will also provide consultant for health ail.

There are many models designed for data storage and also many companies provide this facility, but
stakeholders are not able to trust them completely because of the privacy issues [8]. Also privacy for
health data is becoming one of the important and concern part. A person health history plays an
important role as it may responsible for his job, during education admission, for marriage proposal or
for insurance [1] and many such related fields. If the health data is in public then it may also cause
harassment in once life. Taking care of the importance of one’s privacy we have proposed a more
secured cloud structure combining three types of cloud i.e. private cloud, public cloud and hybrid
cloud. Services supported by maobile devices, such as home care and remote monitoring, enable
patients to retain their living style and cause minimal interruption to their daily activities.
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Cluster
Cluster

Software-as-a-Service (SaaS)

Figl. Software as a service

Thus the system provides a secured health data storage facility with the medicinal review and has
introduced an additional feature of medicinal drug review with health data storage [2]. This reviews
and suggestions are checked and also reviewed by doctors and authorized people to maintain
accuracy. The system is based on SAAS cloud structure fig.1 and is a mobile method which can be
used anywhere anytime.

2. RELATED WORK

We note that there has been a great use of cloud technology for data storage. Related work has shown
the use of private cloud and public cloud for storing medical data[1].

But its privacy concern is increasing day by day. To make it secure, many algorithms have been
designed. Segregation of data is not done properly with the use of public and private cloud which
somehow affects the security and also does not provide secured access control. The data on public
cloud can be accessed by anyone while on the private cloud can only be accessed by the patients. It
might result in leakage of information as very little information should be stored on public cloud in
order to prevent information leakage. Moreover segregation of data is an important point which in
turn influences the access control.

Keeping the security issues in mind, various security algorithms have been used. ldentity based
encryption(IBE) [12] is used [13] for simple cryptographic access control. Privacy preserving health
data storage [15] let the patients encrypt their own data and stores it on remote server or third party
server. Patient controlled encryption allow the data to be arranged in a hierarchy and provides
symmetric keys. Searchable symmetric key(SSE) [15] algorithm was proposed by Goh and later
improved by Curtmola [16]. It allows us to search through the encrypted data. Attribute-based
encryption(ABE) was proposed by sahai and waters[9]. In ABE approach there are two classes Key-
Policy ABE [10] and Cipher text-policy ABE [11]. The receiver after receiving the secret key and
attributes of the sender can decrypt information if it has matching attributes.

There has been some algorithms designed for drug reviews which displays highly rated drugs [2] for
particular diseases but this has not been used with cloud technology.
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To ensure security, we base this study of security on ABE algorithm. Our proposed system aims to
tackle these problems by introducing hybrid cloud for data segregation and providing access control
with an additional feature of drug review using data mining.

3. PRELIMINARIES
3.1.Consonance Quest Encryption

Consonance quest encryption was edited and inspired by SSE which allows data owners to store
encrypted documents on remote server, and simultaneously provides away to search over the
encrypted documents. More importantly, neither the operation of outsourcing nor keyword searching
would result in any information leakage to any party other than the data owner, thus achieving a
sound guarantee of privacy.

Genkey: this function is used to generate keys. Parameters are taken as input and secret key K is given
as the output

Indbuild (D, K): this function is used to build the indices, denoted by I, for a collection of document
D. Secret key K is taken and D and | is the output. This enables searching for a document even if it is
encrypted.

Trapdoor (K,w): This function is run to compute a trapdoor for a keyword w, enabling searching for
this keyword. A trapdoor Tw can be considered as a proxy for w in order to hide the real meaning of
w.. The function takes the secret key K and the keyword w and outputs the respective trapdoor Tw.

Search (I, Tw): This function is executed by the remote server to search for documents containing the
user defined keyword w. All documents in D are encrypted and stored in the remote servers. The
index | consists of two data structures, namely an array A, for storing the nodes, and a look-up table
T, for keeping information that enables the remote server to locate the elements in A. All nodes are
encrypted with random generated keys (different from the keys for encrypting the document) and
stored as entries in A “scrambled” in a random order. However to effectively organize the nodes, two
measures are taken.

o All the nodes whose respective files containing the same key word wi are linked together in the
linked list Li

e each node contains the index in A as well as the random generated encryption key of next node in
Li .Obviously, with the information contained in the first node, one will be able to decrypt all the
nodes in the same linked list Li , and, thus, access all the respective file identifiers of files
containing keyword wi . However, because the first node in the linked list does not have a previous
node, the first node’s index in A and its decryption key are stored in the field value of an entry in
T, which is defined as a map _address, value_. The field value is encrypted as it will be XOR-ed
with an output of a pseudorandom permutation (PRP) function. The other field address is given by
the output of a pseudorandom number generator to locate the first node. In other word, address
serves as part of the trapdoor Tw to access the documents containing the respective keyword w. In
fact, Tw consists of an output of a random number generator, for the purpose of locating entries in
T, and an output of a PRP function, for the purpose of encrypting the entries, given the input w of
pseudorandom algorithms. To set up SSE, the user runs IndBuild, which constructs A and T based
on the documents D in clear texts in ways said above. To search document containing keyword w,
the user run Search. Specifically, it uses Trapdoor to compute the respective trapdoor Tw and send
the first part of Tw to the remote server. Upon receiving this information, the remote server uses it
to locate and returns the respective encrypted entry in T. Then, the user uses the second part of Tw
to decrypt the entry and get the information of the first node of the respective linked list. With that,
the user can get all identifiers of wanted files, and, thus, retrieve and decrypt with the respective
keys the encrypted files containing keyword w.

3.2. Attribute-Based Encryption

ABE has shown its promising future in fine-grained access control for outsourced sensitive data [31],
[32], [33], [10], [34].
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Typically, data are encrypted by the owner under a set of attributes. The parties accessing the data are
assigned access structures by the owner and can decrypt the data only if the access structures match
the data attributes.

4. PROPOSED ALGORITHM

The proposed work is an integrated model of [1] and [2] that provides easier and secured accessibility
of health related data by authorised personnel. There are two things that needs to be considered in this
model; security and concentric segregation of data. This model is based on attribute based encryption
in which cipher text are labelled with a set of the patient’s various attributes like country code, date of
birth etc. Along with the attributes, the private key will be generated by using two languages that will
correspond to the letters of the patient’s attribute.

Since decryption consumes more resources than encryption, the process will be enhanced by using
only a constant number of pairings to decrypt any cipher text. The data will be decrypted only if the
cipher text attributes match with that of private key.

Setup (A, U) — (Px, My). Security parameter A and a universe description U are taken as input. Public
key P and master key My are obtained as the output.

Encrypt (Pk, M, A) — CT. The encryption algorithm takes as input the public parameters Py, a
message M and a set of attributes A and outputs a cipher text C associated with the attribute set.

LangChange (Pk, M, A): This algorithm takes public key Py, message M and attribute A and converts
the attribute to cipher text for private key generation using two local languages. Each letter of the
attribute will be substituted by a letter taken from one of the two languages chosen earlier by the
developer.

Substitution algorithm is as follows:
e Consider English alphabets. From some language L we will take 26 letters Z, Z,...Z,,
e Fori=1to26
Oi=Zi+7
If 0;>26
Then O;=0;-26
Else Save O;
KeyGen (My, S, O) — Sy.

The master secret key My encrypted letter O; and an access structure S are taken as input and outputs
a private key Sy corresponding to the attributes.

Decrypt (Sx, C) — M.

The decryption algorithm takes private key Sy associated with access structure S and cipher text C
associated with attribute set A and outputs message M to indicate if A satisfies S else an error
message will be given. Thus the performance will depend on the number of attributes involved.

Now the next key point that is included is the way in which data is segregated to public, private and
hybrid cloud. This can be done using any of the classifiers in data mining.

Given a set F of cases, an initial tree is built using divide and conquer algorithm:

 If all the cases in F belong to the same class or F is small, the tree is a leaf labelled with the most
frequent class in F.

» Choose a test for each case in F with possible outcomes for each attributes in F. Partition F into sub
sets Fy,F,...Frand repeat the test cases for each of the subsets.

Attributes can be either numeric or nominal and this determines the format of the test outcomes. For a
numeric attribute A they are {A < h, A > h} where the threshold h is found by sorting S on the values
of A and choosing the split between successive values that maximizes the criterion above.
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5. SYSTEM AND THREAT MODELS
5.1. System Model
The main entities involved in our system are depicted in fig 2.

DOCTOR

35

USER

Fig2. TSCC

Users collect their health data through the monitoring devices worn or carried, e.g., electrocardiogram
sensors and health tracking patches. Emergency medical technician (EMT) is a physician who
performs emergency treatment. By user and EMT, were refer to the person and the associated
computing facilities. The computing facilities are mainly mobile devices carried around such as smart
phone, tablet, or personal digital assistant. Each user is associated with one private cloud. Multiple
private clouds are supported on the same physical server. Private clouds are always online and
available to handle health data on behalf of the users.. The private cloud will process the data to add
security protection before it is stored on the public cloud. Public cloud is the infrastructure usually
owned by the cloud providers such as Amazon and Google which offers massive storage and rich
computational resource. We assume that at the boot strap phase, there is a secure channel between the
user and his/her private cloud. After the bootstrap phase, the user will send health data over insecure
network to the private cloud residing via the Internet backbone. Our focus is not on the location
privacy of mobile users which can be leaked when sending health data to the private cloud. There is a
large body of location privacy schemes [29], [30] in the literature.

5.2. Threat Model

The private cloud is fully trusted by the user to carry out health data-related computations. Public
cloud will not delete or modify users’ health data, but will attempt to compromise their privacy.
Public cloud is not authorized to access any of the health data. The EMT is granted access rights to
the data only pertinent to the treatment, and only when emergencies take place. The EMT will also
attempt to compromise data privacy by accessing the data he/she is not authorized to. The EMT is
assumed to be rational in the sense that he/she will not access the data beyond authorization if doing
so is doomed to be caught .Finally, outside attackers will maliciously drop users’ packets, and access
users’ data though they are unauthorized to.

5.3.Security Requirements

In this paper, we strive to meet the following main security requirements for practical privacy-
preserving mobile healthcare systems.

» Storage Privacy: Storage on the public cloud is subject to 5 privacy requirements.

» Data confidentiality: unauthorized parties (e.g., public cloud and outside attackers) should not learn
the content of the stored data.

» Anonymity: no particular user can be associated with the storage and retrieval process

» Unlink ability: unauthorized parties should not be able to link multiple data files to profile a user. It
indicates that the file identifiers should appear random and leak no useful information.

» Keyword privacy: For searching, the keyword used should remain confidential because it may
contain sensitive information, which will prevent the public cloud from searching for the desired
data files.
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» Search pattern privacy: whether the searches were for the same keyword or not, and the access pat-
tern, i.e., the set of documents that contain a key- word [16], should not be revealed. This
requirement is the most challenging and none of the existing efficient SSE [15]-[28] can satisfy it.
It represents stronger privacy which is particularly needed for highly sensitive applications like
health data net- works.

» Audit ability: In emergency data access, the users may be physically unable to grant data access or
without the perfect knowledge to decide if the data requester is a legitimate EMT. We require
authorization to be fine grained and authorized parties’ access activities to leave crypto- graphic
evidence.

6. CONCLUSION

This report proposed to build privacy into mobile health systems with the help of the private cloud.
We provided a solution for privacy-preserving data storage by integrating levels of cloud, a search
and access pattern hiding scheme based on redundancy, and a secure indexing method for privacy-
preserving keyword search.
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