International Journal of Emerging Engineering Research and Technology
Volume 3, Issue 11, November 2015, PP 1-6

ISSN 2349-4395 (Print) & ISSN 2349-4409 (Online)
SRYAHWA

PUBLICATIONS

Design and Implementation of Hybrid Rc4 and Sha-2 Algorithms
for Wifi Applications

M. Niharika!, Ravindharan Ethiraj?

'Department of ECE, Stanley College of Engineering and Technology for Women, Hyderabad, India
(PG Scholar)

’Department of ECE, Stanley College of Engineering and Technology for Women, Hyderabad, India
(Associate Professor)

ABSTRACT

In this paper we are designed a stream cipher and hash algorithm. Stream cipher is rc4 algorithm which stands
for Rivest Cipher 4 and hash algorithm is md5 which stands for message digest 5. RC4 has been used in various
protocols like WEP and WPA (both security protocols for wireless networks) as well as in TLS.md5 for
authentication these two algorithms based on generated a key 40 bit .a generated key and plaintext combined
with xor operation then generated cipher text .cipher text and generated key combine with xor operation then
generated plaintext .the proposed algorithm is rc4 and sha2 algorithm is designed and synthesized by using
Xilinx 13.2 tool.
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INTRODUCTION

A stream cipher is an encryption algorithm that encrypts 1 bit or byte of plaintext at a time. It uses an
infinite stream of pseudorandom bits as the key. For a stream cipher implementation to remain secure
its pseudorandom generator should be unpredictable and the key should never be reused. Stream
ciphers are designed to approximate an idealized cipher, known as the One-Time Pad. The One-Time
Pad, which is supposed to employ a purely random key, can potentially achieve "perfect secrecy".
That is, it's supposed to be fully immune to brute force attacks. The problem with the one-time pad is
that, in order to create such a cipher, its key should be as long as or even longer than the plaintext. In
other words, if you have 500 Megabyte video file that you would like to encrypt, you would need a
key that's at least 4 Gigabits long. Clearly, while Top Secret information or matters of national
security may warrant the use of a one-time pad, such a cipher would just be too impractical for day-to-
day public use. The key of a stream cipher is no longer as long as the original message. Hence, it can
no longer guarantee "perfect secrecy”. However, it can still achieve a strong level of security Stream
ciphers encrypt bits individually. This is achieved by adding a bit from a key stream to a plaintext bit.
There are synchronous stream ciphers where the key stream depends only on the key, and
asynchronous ones where the key stream also depends on the cipher text. The stream cipher is an
asynchronous one. Most practical stream ciphers are synchronous ones an example of an
asynchronous stream cipher is the cipher feedback (CFB) mode

RC4, which stands for Rivest Cipher 4, is the most widely used of all stream ciphers. It’s also known
as ARCFOUR or ARC4. RC4 has been used in various protocols like WEP and WPA (both security
protocols for wireless networks) as well as in TLS. Unfortunately, recent studies have revealed
vulnerabilities in RC4, prompting Mozilla and Microsoft to recommend that it be disabled where
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possible. In fact, RFC 7465 prohibits the use of RC4 in all versions of TLS.These recent findings will
surely allow other stream ciphers (e.g. SALSA, SOSEMANUK, PANAMA, and many others, which
already exist but never gained the same popularity as RC4) to emerge and possibly take its place.

RC4 ALGORITHM

In cryptography, RC4 (also known as ARC4 or ARCFOUR meaning Alleged RC4, see below) is the
most widely-used software stream cipher and is used in popular protocols such as Secure Sockets
Layer (SSL) (to protect Internet traffic) and WEP (to secure wireless networks). While remarkable for
its simplicity and speed in software, RC4 has weaknesses that argue against its use in new systems. It
is especially vulnerable when the beginning of the output key stream is not discarded, nonrandom or
related keys are used, or a single key stream is used twice; some ways of using RC4 can lead to very
insecure cryptosystems such as WEP.RC4 generates a pseudorandom stream of bits (a keystream)
which, for encryption, is combined with the plaintext using bit-wise exclusive-or; decryption is
performed the same way (since exclusive-or is a symmetric operation). (This is similar to the Vernam
cipher except that generated pseudorandom bits, rather than a prepared stream, are used.)
KSA
begin
for i=0 to 255
Si=i;
Ki=K][i mod n];
end for
k=0;
for i=0 to 255
j=(j+Si+Ki) mod 256
swap(Si.Sj)
end for
end
PRGA
begin
i=0;
=0
while(true)
i=(i+1) mod 256
i=(j+Si) mod 256;
swap( Si.5j):
t=(Si+5j) mod 256
K=St;
end loop
end

MD5 HASH ALGORITHM

Takes as input a message of arbitrary length and produces as output a 128 bit “fingerprint” or
“message digest” of the input. It is conjectured that it is computationally infeasible to produce two
messages having the same message digest. The message is padded so that its length is congruent to
448, modulo 512.Means extended to just 64 bits shy of being of 512 bits long. A single “1” bit is
appended to the message, and then “0” bits are appended so that the length in bits equals 448 modulo
512. A 64 bit representation of b is appended to the result of the previous step. the resulting message
has a length that is an exact multiple of 512 bits. A four-word buffer (A, B, C, D) is used to compute
the message digest.— Here each of A, B, C, D, is a 32 bit register. These registers are initialized to the
following values in hexadecimal A: 01234567, B: 89abcdef, C: fedcbha98, D: 76543210.Process
message in 16-word blocks and four auxiliary functions that take as input three 32-bitwords and
produce as output one 32-bit word(X, Y, Z) = XY v not(X) Z,G(X, Y, Z) = XZ v Y not (2),H(X, Y, Z)
= X xor Y xor ZI(X, Y, Z) =Y xor (X v not (2)) if the bits of X, Y, and Z are independent and
unbiased, the each bit of F(X,Y,Z2), G(X,Y,2),H(X,Y,Z), and I(X,Y,Z) will be independent and
unbiased. The message digest produced as output is A, B, C, D. That is, output begins with the low-
order byte Of A, and end with the high-order byte of D.
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Figure 9.2 MDS5 Processing of a Single 512-bit Block
(MD5 Compression Function)

Step Logic for MD5

| A | B | < D
A
-]
e
[<<<d
5
| ~ | B | ¢ | b |
PROPOSED ALGORITHM
KSe
IV
RC4 Seed K
KC Hash Key - D:lya
kS, | - rRoa | G

C-RC4(Key,F)

A uses the RC4 algorithm and KSO to get a pseudo-random output stream, after moving the first 48
bytes away from the output stream, select the interception between 49 bytes and 52 bytes as 1V, select
interception between 53 bytes and 80 bytes as the user shared key KC, and select the interception
between 81 bytes and 96 bytes as the next key KS1. A uses a certain combination of Hash functions to
get the seed key, and then we finish the seed key generation stage. Finally, we get a new pseudo-
random data stream with the seed key generated by RC4 algorithm; discard the first 48 bytes of the
data stream and then encrypt the P. A. Send the encrypted result cipher text C(RC4(key,P)) to B. B
decrypts the received data in the same way and gets the message data P
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A uses the RC4 algorithm and KSO to get a pseudo-random output stream, after moving the first 48
bytes away from the output stream, select the interception between 49 bytes and 52 bytes as IV, select
interception between 53 bytes and 80 bytes as the user shared key KC, and select the interception
between 81 bytes and 96 bytes as the next key KS1. A uses a certain combination of sha2algorithm to
get the seed key, and then we finish the seed key generation stage. Finally, we get a new pseudo-
random data stream with the seed key generated by RC4 algorithm; discard the first 48 bytes of the
data stream and then encrypt the P. A. Send the encrypted result cipher text C(RC4(key,P)) to B. B
decrypts the received data in the same way and gets the message data P
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CONCLUSION

The hybrid rc4 and md5 algorithms discussed in this paper. these two algorithms based on generated
a key 40 bit .a generated key and plaintext combined with xor operation then generated cipher text
.cipher text and generated key combine with xor operation then generated plaintext .the proposed
algorithm is rc4 and sha2 algorithm is designed and synthesized by using Xilinx 13.2 tool.
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